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ABSTRACT 

Innovative development has led to the formation of a new sector of the economy - the digital 
economy. In the world, its formation is carried out in different ways. The purpose of the article 
is to analyze the problems of the formation of the digital economy in Russia. As a result of the 
study, the following tasks were solved: a review of the development of the digital economy; 
identified risks and threats to the development of the digital economy; suggested ways to 
overcome the problems of the development of the digital economy. The authors substantiated 
the conclusion that the government and business should work together to develop the digital 
economy, and highlighted the methods of this activity.  
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INTRODUCTION 

Innovation is the main driver of progress and socio-economic development. The digital 
economy is one of the modern trends in the innovative development of national economies and 
the global economy. Many researchers point out that digital development is one of the defining 
trends in modern conditions [1], [2], [3], [4], etc. New digital technologies penetrate all spheres 
of economic life, forming qualitative structural changes on all levels of the economic system. 
Thanks to digitalization and other related technological changes, humanity has entered an era of 
global change. 

Digitalization is associated with the Fourth Industrial Revolution [5], as well as with the 
formation of a new technological core of the economy. It is based on the active use of digital 
technologies not only in the production of goods and services, but also in their development, 
distribution, circulation, recycling, etc. That is, digital technologies cover all stages of the 
product life cycle. In addition, digital technologies are widely used in the daily life of the 
population, influencing the structure and volumes of consumption, as well as the value system. 
Thus, digitalization has a complex effect on both Supply and Demand in the economic system. 
As a result, cardinal changes in wealth in the digital age should be expected. 

Thus, the digital economy is of great importance. In many countries of the world, national 
Strategies, Programs, Plans, etc. have been developed and adopted to support digital 
development processes. The digital economy is perceived by many researchers, businessmen, 

problems. In this regard, numerous attempts are made to benchmarking and actively borrowing 
successful best practices in the development of the digital economy. This is important due to the 
high rate of change. In some cases, the independent development of new ideas may take much 
longer than their borrowing. With the high speed of technological change in the digital economy, 
this lag may turn out to be critical. It will lead to a loss of competitiveness. 

But each country has a specific institutional environment. Borrowing the experience of 
developing a digital economy without considering the specifics of local (domestic) institutions 
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institutional settings. Therefore, the study of the experience of developing a digital economy 
should be done in the specific conditions of an economic system existing in a specific country 
or group of countries (for example, in the EU). 

MATERIAL AND METHODOLOGY 

The object of the author's analysis in this article is the economic system of the Russian 
Federation. The purpose of the study is to study the features of the development of the digital 
economy in Russia, as well as the problems of its development. The results obtained in the future 
can be used to improve national institutions both in Russia and in other countries of the world, 
considering their specificity. 

As materials for analysis, the authors used: publicly available data from national (Russian 
Federation) statistics; ratings and analytical materials of international organizations; results of 
previous studies on innovation development and the digital economy. The following legislative 
and regulatory acts of the Russian Federation were also taken into account: Strategy of 
Information Society Development in the Russian Federation for 2017 2030, 2017; State 

E
n Federation for 

 

In preparing the article, standard socio-economic research methods were used: grouping, 
comparative analysis, retrospective analysis, logical analysis, institutional analysis, content 
analysis, ranking, qualitative forecasting methods, expert method, and specific risk assessment 
methods. 

THEORY 

(digital) in business processes and their management, was introduced by Nicholas Negroponte 
in 1995. The advantages of the digital economy, in the opinion of Negroponte [6], are: the 
absence of the physical weight of the product, which is replaced by the information volume; 
lower resource costs to produce electronic goods; much smaller area occupied by products; 
almost instantaneous movement of goods through the Internet (in this case, of course, we are 
talking about specific digital goods). Some key features of the digital economy are presented in 
Table 1. 
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Table 1. Main characteristics of the digital economy  
Characteristic Impact on the development of the economy 
Economic activity 
focuses on digital 
economy platforms 

It facilitates interaction between economic entities, reduces costs 
(primarily transactional), provides additional functionality for both 
suppliers and consumers, improves their cooperation, which reduces the 
cycle time for developing new products and launching them to the market, 
and contributes to the creation and distribution of innovative products 

Formed personalized 
service models 

Targeted Internet marketing, 3D printing and other digital technologies 
allow to personalize the production and sale of goods and services, taking 
into account the requirements and needs of each individual client, which 
ultimately saves resources (by harmonizing the structure and volume of 
supply and demand) and increase the quality and standard of living of the 
population 

Direct interaction of 
producers and consumers 

Prerequisites are created for shortening the chains of intermediaries 
between the producer and the end consumer, building effective production 
and consumer cooperation 

Spreading the "sharing 
economy" 

Comprehensive digitalization and acceleration of communications create 
the preconditions for the erosion of traditional property relations, the 
development of legal practices of using the theoretical institutional concept 

goods (especially technically complex and expensive, for example, cars) is 
developing, which can drastically reduce the costs of end users 

The role of the 
contribution to the 
economic activities of its 
individual participants is 
increasing 

The development of small and medium-sized businesses, as more flexible 
and mobile, plays a significant role in business processes; accelerated 
promotion of innovative start-

 the structure of the economy 

Source: [7]. 

Those countries that fail to fully realize the digital transformation of the economy risk 
lagging the more successful global market players. These outsider countries will not only lag in 
the development of the economy and technology, but they will not be able to provide the 
population with a high standard of living and guarantee their economic sovereignty. In this 
regard, since the beginning of the 20th century, many countries of the world have adopted 
national strategic documents related to the development of the digital economy: 2000 - 
Denmark, 2005 - Singapore, 2008 - Australia, Hong Kong, United Kingdom, New Zealand, 
2009 - European Union, 2010 - Canada, 2012 - Malaysia, 2013 - South Korea, 2015 - India, 
Kazakhstan, etc. In Russia, the State Program for the Development of the Digital Economy was 
adopted in 2017. 

The Russian Institute for Growth Economics (2018) estimates that in the developed 
countries of the world the size of the digital sector of the economy is 6-7% of GDP. In France it 
accounts for 5.7%, in Germany - 6.3%, in Great Britain - 7.1%, in the USA - 7.4%, in Sweden 
- 8.6% (see: http://stolypin.institute/wp-content/uploads/2018/09/ issledovanie_tsifrovaya-
ekonomika-14-09-18-1.pdf). This is a significant value. For example (data are based on GDP 
(nominal) and sector composition ratios provided by the CIA World Fact Book) in the 2018 
agriculture sector (includes farming, fishing, and forestry) contributes 6.4% of total global 
economic production. The total production of the sector is $ 5,084,800 million. That is, today 
the digital economy and the agriculture sector are comparable in terms of volume in world 
production. 
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At the same time, if the share of the agriculture sector tends to stabilize and gradually 
decrease, the share of the digital economy is growing. Thus, in the GDP of developed countries 
for the period 2010-2016, it increased from 4.3% to 5.5%, in developing countries - from 3.6% 
to 4.9%. In Russia, this share in 2010 was 1.9%, and in 2016 - 2.8%. Despite the comparative 
lag, Russia shows high dynamics: a significant increase in the share of the digital economy in 
the Russian GDP can be noted compared to, for example, Brazil or Australia, where this increase 
over the specified period was 0.2% and 0.3%, respectively. 

The digital economy is inherently transnational. Therefore, despite the desire to protect the 
national digital space, which demonstrates the governments of many countries, at the same time 
there is an opposite trend associated with the unification of technical standards and regulations 
in this area. The digital economy is decentralized in its essence. This is determined by its multi-
subjectness. The explosive growth of social networks, the increase in the number of 
smartphones, the facilitation of broadband Internet access, the spread of machine learning 
technologies and artificial intelligence are changing the modern world. According to the authors, 
the main goal of the development of the digital economy is to improve the lives of the population 
by improving the quality of goods and services produced using modern digital technologies, as 
well as their availability [8]. 

RESULTS AND DISCUSSION 

The priorities for the development of the digital economy in Russia are: the creation of 
conditions for the development of high-tech industries and the prevention of the creation of 
restrictions in traditional industries; increasing the competitiveness of the national economy and 
its strengthening in the global market. These priorities determine the following areas of activity: 
regulation; education and labour resources; the formation of research competencies; IT 
infrastructure; cybersecurity. The emphasis in the efforts of the state and business in Russia is 
put on building the infrastructure of the digital economy. First, these are data processing centers, 
communication networks and access to the Internet. 

According to the Russian Presidential Council for Strategic Development and National 
Projects, the total expenses of the Digital Economy of the Russian Federation program for the 
period 2018-2024 will be 1.634 trillion rubles (25.98 billion US dollars). Of this amount, 2/3 
will have to allocate the federal budget, and 1/3 will be business funds. At the same time, Russia 
has good starting points for the development of the digital economy. According to official 
national statistics, the Internet audience in Russia at the end of 2017 reached 89 million people 
(73% of the population aged 12 to 64 years), which is 3% more than in 2016. At the same time, 
60% of the Russian population uses the Internet, including through mobile devices, and 20% of 
the country's population uses access to the Internet only from mobile devices. 

According to the Networked Readiness Index, which is calculated by the World Economic 

ranked 41st in the world, demonstrating good dynamics (Table 2). Among other BRICS 
countries, the places in the ranking (2016) were as follows: China was in 59th place, South 
Africa - in 65, Brazil - in 72, India - 

technologies; the ability of people to use ICT due to a high level of education; digital 
infrastructure development; ICT penetration and diffusion at the individual level. 
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Table 2. Russia's place in the ranking of the Networked Readiness Index of the World 
Year Place in the ranking 

2016 41 

2015 41 

2014 50 

2013 54 

2012 56 

Source: The Global Information Technology Report 2016. 

The digital economy of Russia has received significant development in recent years. Private 
companies have achieved great success, the labour market is being transformed, large 
infrastructure projects are being implemented with the support of the state to increase the 
availability of digital services, and the Internet, mobile, and broadband communications have 
become widespread. This has brought about such positive changes as: the widespread spread of 
the Internet; the development of the digital banking sector; expansion of the electronic services 
market; improvement of urban infrastructure; increasing the availability of educational 
materials; distribution of modern computer technology, etc. 

At the same time, the development of the digital economy is associated not only with 
positive consequences, but also with various kinds of risks and threats. Their sources are two 
main effects. First, it is the emergence of new types of risks and threats inherent in the digital 
economy and based on its technological features. Secondly, in the transition to a digital 
economy, institutional transformation occurs, which is a powerful destabilizing factor for 
sustainable and successful socio-economic development. Consider some of the negative effects 
of the development of the digital economy: 

-  the rise of cybercrime. For example, according to Microsoft, in the first quarter of 
2017, 14.8% of computers in Russia were exposed to malicious software (9% in 
the whole world); 

-  technological vulnerability of the created digital infrastructure. As an example, 
we can point out situations of mass evacuation of cars typical for Russian large 
cities due to the inactive parking payment service, problems in the electronic queue 
systems in public institutions, etc.; 

-  rapid obsolescence of equipment and, as a result, the presence of the problem of 
its disposal. According to the UN, every year in the world up to 100 million tons 

han 20% of this volume is processed 
in accordance with environmental requirements. With the development of the 
digital economy, its environmental hazards will increase; 

-  the growth of technological dependence on foreign suppliers and, as a result, the 
weakening of technological and economic security; 

-  the limiting factor for the development of the digital economy is the staffing 
constraints in the Russian Federation. So, according to the Internet Initiatives 
Development Fund, by 2027 the Russian economy will experience a shortage of 
about 2 million specialists. At the same time, at the end of 2016, there were about 
1.9 million IT specialists in Russia (2.4% of the working-age population; the same 
indicator in the USA, Germany and the UK - 4.3%). 
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These and many other risks, threats and problems of the development of the digital economy 
require the adoption of measures to neutralize them. This cannot be done quickly and exclusively 
at the expense of state resources. Complex efforts are required using both public and private 
resources. In our opinion, among the priority tasks defining the areas of our activity are: 

1. Stimulating the creation and development of a digital economy-oriented business. Today 
in Russia there are several companies that can be recognized as world leaders in their segments 
of the digital economy (Kaspersky Lab, ABBYY, Parallels, Luxoft, Yandex, etc.). The state can 
provide them with targeted support: guarantees for bank loans, including export loans, offset 
part of the costs of patenting, form targeted investment funds, provide support through the public 
procurement mechanism, etc.; 

2. Additional support for small and medium businesses in the creation of digital 
technologies, platforms, digital services. This can be achieved, for example, by providing certain 
benefits to relevant companies (for example, in respect of insurance payments or tax 
contributions), developing digital technologies, creating healthy competition between them; 

3. Formation and scaling of digital platforms for the main sectors of the economy. Now in 
Russia and many other countries, there are portals for providing state and municipal services, 
platforms for making payments, tax authorities are switching to accepting electronic reporting, 
plastic cards are being introduced for social payments, etc. It should be noted that in Russia there 
are significant problems associated with the implementation of IT in local governments. The 
municipalities themselves are not able to solve these problems, taking into account the 
subsidization of their majority, they do not need special support for their digitalization by 
regional and federal authorities; 

4. The increase in the volume of training IT specialists (we have already indicated the 
priority of this line of activity earlier); 

5. Formation of sectoral, regional and national cyber security systems. It is necessary to 
refine the legislation in relation to the fight against cybercrime, to create protection units in law 
enforcement agencies, to develop secure technological solutions, to ensure interaction between 
all participants of the global digital economy. It should be remembered that ensuring security 
should not inhibit the growth and development of technology. 

CONCLUSION 

The digital economy is a new phenomenon that is present in all sectors and is actively 
developing. The digital economy may soon become the leading segment, the driver of growth 
and development of the economic system. The digital economy has some advantages over 
material commodity-money exchanges, such as speed of delivery of goods or almost instant 
delivery of services. Another advantage of the digital economy is the lower cost of production 
and transaction performance. One of the key advantages of the digital economy over the 
traditional one is that electronic goods are practically inexhaustible and exist in a virtual form, 
while material goods are almost always limited in quantity, and access to them is much more 
difficult. Today, the digital economy is already beyond the scope of business processes. 
Digitalization is being introduced into social processes, successful livelihoods of people 
increasingly depend on it, in addition, there is a large-scale introduction of digital technologies 
into the work of government organizations and structures. Therefore, the states of the world pay 
great attention to the development of the digital economy. Russia is no exception. 
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The strategic documents of the government of the Russian Federation carried out goal-
setting and described the basic mechanisms for the implementation of the digital transformation 
of the Russian economy and identified the sources and amounts of funding for the planned 
activities. By the level of development of the digital economy, Russia does not occupy a leading 
position in the world but is confidently holding itself in the group of countries following the 
leaders, improving its position. At the same time, the competition in this area remains very 
tough, therefore, it is impossible to stop at what has been achieved, the state and businesses need 
to work together to further develop the digital economy. 

In this activity, it is necessary to take into account a number of problems identified in the 
article in order to concentrate resources and efforts to neutralize them. Our results can be used 
to improve national institutions both in Russia and in other countries of the world, considering 
their specificity. 
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